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(303) uQ,H md,khka iy ú.Kkh 

 

 

 

 
 

 

(uq¿ ,l=Kq 20) 

 

1 jk m%Yakh i|yd fhdað; ms<s;=re:  
mßÉfþoh 01 - jHdmdßl mßirh iy md,k wdlD;suh rduqj 

1. uQ,H ú.Kkhla u.ska uq,H m%ldYk ms<sn| iajdëk mÍlaIKhla imhhs' uq,H m%ldYk" 

jerÈ fyda jxpdj fya;=fjka we;súh yels m%udKd;aul idjoH m%ldYk j,ska f;dr nj 

iy;sl lrhs'  fuh fldgia ysñhka úiska idjoH f;dr;=re u; mokïj  ;SrK .ekSfï 

wjodku wvq lrk w;r l<ukdlrKfha wjYH;d fldgia ysñhkaf.a wjYH;d iuÕ 

iumd; lsÍug WmldÍ fõ' 

2. wOHlaIl uKav,h iud.fï hym; i|yd l%shd lrk nj;a" tu.ska  uQ,sl NdrldÍ;aj 

ld¾hNdrhla bgq lrk nj;a iy;sl lr.ekSu i|yd fldgiaysñhka i|yd wjYH iydh 

imhk hdka;%Khla f,i ú.Kkh oelaúh yelsh' 

3. ú.Kkfha tla m%Odk mrud¾:h jkafka uq,H m%ldYk j, wfmalaIs; mßYS,lhskaf.a 

úYajdih jeä ÈhqKq lsÍuhs' 

4. iud.ul uQ,H jd¾;dlrKfha úksúoNdjh iy .sKqï lghq;=Ndjh jeä ÈhqKq lsÍu 

i|yd ú.Kkh ;SrKd;aul ld¾hNdrhla bgq lrhs' ú.Kkhla u.ska fldgia ysñhkag 

iud.fï uQ,H ld¾h idOkh iy uQ,H ;;ajh ms<sn|  i;H iy idOdrK u;hla m%ldY 

lrhs'                       

  (uq¿ ,l=Kq 05) 

2 jk m%Yakh i|yd fhdað; ms<s;=re:  

mßÉfþoh 2 - wjodkï l<ukdlrK wdlD;suh rduqj 

 

my; i|yka ´kEu wjodkï l<ukdlrK fuj,ï folla meyeÈ,s lsÍu iïmQ¾K ,l=Kq 

,nd .ekSu i|yd m%udKj;a fõ' 

1. ihsn¾ wdrlaIdj (Cyber Security) 

m%ydr " ydks fyda wkjir m%fõYhkaf.ka  cd," mß.Kl" jevigyka iy o;a;  wdrlaId 

lsÍu i|yd ks¾udKh lr we;s ;dlaIKhka" l%shdj,Ska  iy Ndú;hkah' 

2. lD;su nqoaêh (Artificial Inteligence) 

th udkj l%shdj,Ska f,i i,lkq ,nk Ñka;kh" bf.kSu iy mqfrdal:kh jeks  foa 

YS% ,xld .KldêlrK Ys,amSh wdh;kh  
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fhdað; ms<s;=re 

 
A fldgi 
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mq¿,a lrk ˜ixcdkk ;dlaIKhlã  jk w;r tajd cd,.; mß.Kl moaO;s ;=, wka;¾.; 

lrhs' 

 

3. uQ,sl wjodkï oDIHlrK jevigyka (Basic Risk Visualization Programs) 

ish¨u m%udKj, ixúOdk úiska wjodkï y÷kd .ekSu iy jd¾;dlsÍu i|yd nyq,j 

Ndú;d lrk Microsoft Excel, Powerpoint iy Sharepoint jeks fuj,ï yryd wjodkï 

l<ukdlrKfha msßjeh ir, lsÍu iy wvq lsÍu isÿ lrhs' 

 

4. iudc udOH (Social Media) 

j¾;udkfha jHdmdr úiska f;dr;=re ;dlaIKh u; mokï jQ wjodkï l<ukdlrK 

fuj,ula f,i iudc udOH wëlaIKh Ndú;d lrhs' tu.ska  mdßfNda.sl fiajd iy 

ksIamdokj, .=Kd;aulNdjh ms<sn| ldf,daÑ; wjfndaOhla ,nd .kS' fuu laI‚l 

m%;sfmdaIK l%ufõohka .eg¿ blaukska úi£ug WmldÍ jk w;r wfmalaIs; lS¾;skdu 

ydkshka j<lajhs' 

 

5. o;a; taldnoaO lsÍï iy úYaf,aIK (Data Integration and Analytics) 

wdh;k i;=j mj;sk f;dr;=re ;dlaIKh u; mokï jQ" bf,lafg%dksla o;a; .nvd 

^EDW s&" úYd, o;a;" iy jHdmdßl nqoaêh ^BI& jeks wjodkï o;a; wvx.= úYd, o;a; 

iuqodhka Ndú;fhka jeä jákdlula ,nd .; yel' fuu o;a; taldnoaO lsÍï iy 

úYaf,aIK fuj,ï Ndú;fhka fõ.j;aj jxpd y÷kd .ekSu" ;;ah ld,Sk uqo,a 

úY=oaêlrKh y÷kd .ekSu iy fufyhqï wjodkï md,kh jeä ÈhqKq lsÍu u.ska 

wjodkï l<ukdlrKh jeä ÈhqKq lrhs' 

 

6. o;a; leŒu (Data Mining) 

o;a; m;,a" f;dr;=re ;dlaIK u; mokï jQ wjodkï l<ukdlrK fuj,ula f,i 

fhdod .kS' fuh ixúOdkj, hkaf;%damlrK wiu;aùï mqfrdal:kh lsÍug" jxpd y÷kd 

.ekSug iy ,dN mqfrdal:kh lsÍug fhdod.; yels fõ' w;S; o;a; j, we;s m%jK;d" 

j¾.SlrKhka" rgd iy in|;d úYaf,aIKh lsÍfuka wkd.; isÿùï ms<sn| M,odhS 

wkdjels j,g t<ôh yel' 

 

7. újD; o;a; (Open Data) 

we;eï o;a; j,g iSud rys;j m%fõY  ùug iy Ndú;d lsÍug bv i,ik újD; o;a;" 

f;dr;=re ;dlaIK u; mokï jQ jákd wjodkï l<ukdlrK fuj,ula f,i fiajh 

lrhs' fuu.ska j;auka wd¾Ól ;;ajhka iy fj<|m, ms<sn| ;;ah ld,Sk o;a; fndfyda 

ixúOdk j,g myiqfjka ,nd .; yels w;r" tuÕska oekqj;a ;SrK .ekSug iydh fõ'   

(uq¿ ,l=Kq 05) 
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3 jk m%Yakh i|yd fhdað; ms<s;=re:  
mßÉfþoh 03 -  wNHka;r md,khka iy jHdmdrsl ls%hdj,Ska 

(a) 

COSO wNHka;r md,k moaO;sfha  wdlD;suh rduqj wkqj" ˜uQ,H jd¾;dlrKfha 

úYajikSh;ajh˜ ys wruqK jkafka" l<ukdlrKh úiska úYajdiodhl f,i;a" fndfyda 

mßYS,lhskaf.a wjYH;d  imqrd,k mßÈ;aa"  uQ,H m%ldYk ms<sfh< lrk njg iy;sl lsÍuhs' 

fuu uQ,H m%ldYk idudkHfhka ms<s.;a .sKqïlrK uQ,O¾u ^GAAP& iy Y%S ,xld 

.sKqïlrK m%ñ;Ska jeks ia:dms; m%ñ;Skag wkql+,j ilia l< hq;= w;r" ksrjoH;djh iy 

idOdrK;ajh iy;sl l< hq;=h' uQ,H  m%ldYk úYajikSh úh hq;= jqjo" wd¾Ól ;SrK .ekSu 

i|yd mßYS,lhskag wjYH  úh yels ish¨ f;dr;=re we;=<;a lsÍu wjYH m%d fhd.sl fkdfõ' 

ta fjkqjg" uQ,H m%ldYk ix.;;djhlska hqla;j" ksjerÈ iy ffk;sl yd kshduk 

wjYH;djhkag wkql+,jk f;dr;=re bÈßm;a lSßu muKla wfmalaId lrhs'  

(,l=Kq 03) 

(b) my; oelafjk ixrpl folla i|yka lsÍu iïmQ¾K ,l=Kq ,nd .ekSu i|yd m%udKj;a 

fõ' 

1' md,k mßirh  

2' wjodkï ;lafi/ lsßu 

3' md,k mámdá 

4' f;dr;=re yd ikaksfõokh 

5' iólaIK mámdá  

(,l=Kq 02) 

 (uq¿ ,l=Kq 05) 

4 jk m%Yakh i|yd fhdað; ms<s;=re:  
mßÉfþoh 09 - uQ,H m%ldYk ú.Kkhla i|yd ú.Kk ;;a;aj md,k wjYH;d 

 

1. ú.Kk ld¾hNdrfhys m%.;sh ksÍlaIKh lsÍu' wëlaIKh hgf;a" tla tla lghq;=j, 

m%.;sh ksÍlaIKh l< hq;=h' 

2. ú.Kk ld¾hNdr lKavdhfï tla tla idudðlhskaf.a ksmqK;dj iy yelshdjka 

ie,ls,a,g .ksñka" Tjqkaf.a jev lghq;= isÿ lsÍug m%udKj;a  ld,hla ;sfío" Tjqkag 

,ndÿka Wmfoia f;areï f.k ;sfío iy ie,iqï lr we;s mßÈ jev lghq;= isÿ lrkafkao 

hkak'  

3. ú.Kk ld¾hNdrh iïnkaOfhka mek k.sk wjOdkh fhduq úh hq;= lreKq mßlaId 

lsÍu" tajdfha jeo.;alu ie,ls,a,g .ekSu iy ú.Kkh ie,iqï m%fõYh iqÿiq f,i 

fjkia lsÍu'  

4. ú.Kk idudðlhska úiska WmfoaYkh fyda i,ld ne,Su i|yd wjYH lreKq y÷kd 
.ekSu' 

(uq¿ ,l=Kq 05) 
  

A fldgfiys wjidkh 
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(uq¿ ,l=Kq 30) 
 

5 jk m%Yakh i|yd fhdað; ms<s;=re :  

mßÉfþoh 03 - wNHka;r md,khka iy jHdmdrsl ls%hdj,Ska 
(a)  
my; i|yka md,k l%shdldrlï folla WodyrKhla iuÕ meyeÈ,s lsÍu iïmQ¾K ,l=Kq 

,nd.ekSu i|yd m%udKj;a fõ' 

 
 md,k l%shdldrlu meyeÈ,s lsÍu WodyrK 
1 rdcldß fnod 

fjka lsÍu 

jxpd fyda jerÈ u; 

we;sjk wjodku wvq 

lsÍu i|yd úúO 

fiajlhska w;r 

rdcldß fnod §u' 

 uqo,a fyda fplam;a ,nd .ekSu" 

;ekam;= ilia lsÍu iy ;ekam;= 

iei£u i|yd jQ j.lSï fjka lsÍu'  

 iemhqïlrejka i|yd f.ùfï 

l%shdj,sfha§" bkafjdhsis mßlaId lsÍu" 

f,crfha jd¾;d lsÍu iy f.ùï isÿ 

lsÍu i|yd fjku fiajlhska fhoùu' 

2 fN!;sl md,khka wkjir m%fõYhka  

je<elaùu fyda  iSud 

lsÍu i|yd fhoúh 

yels md,khka 

 w.=,a" wdrlaIl ,dxPk" ffcjñ;sl 

ialEk¾ (Biometric Scanners) fyda 

ksÍlaIK leurd jeks m%fõY md,khka 

Ndú;d lsÍu' 

 fN!;sl j;alï ksÍlaIKh lsÍu iy 

wdrlaId lsÍu i|yd t,dï" iSiSàù 

leurd iy wdrlaIl ks,OdÍka fhoùu 

jeks wdrlaIl mshjr wkq.ukh lsÍu' 

3 wjir ,nd §u iy 

wkque;sh 

l%shdjka isÿ lsÍug 

m%:u  wkqu; lsÍu' 

 ñ,§ .ekSfï weKjqu m%iïmdok 

l<ukdlre úiska  iemhqïlre fj; 

heùug m%:u  m%iïmdok úOdhljrhd 

wkqu; lrhs' 

 jÜgï fyda úl=Kqï m%j¾Okhka ,nd 

§u  jeks ksIamdok ñ, .Kka i|yd 

jQ ´kEu .e,mSula i|yd wod< 

l<ukdlre fyda fjk;a fcHIaG 

ld¾h uKav, idudðlfhl= úiska 

wkque;sh ,nd oSu' 

 uqo,a f,aLkfha wdmiq f.ùï fyda 

B fldgi 
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wj,x.= lrk ,o .kqfokq i|yd 

wëlaIl wkque;sh wjYH  fõ' 

 jegqma úIu;d j,g ;=vq Èh yels 

wkjir w;sld, fyda jev uqr 

je<elaùu i|yd fjf<|ie,a 

l<ukdlre úiska jev uqr 

ld,igyka wkqu; l< hq;=h' 

4 l<ukdlrK 

md,khka 

fuu md,khka 

i|yd wëlaIKh iy 

iud.ï m%;sm;a;s 

l%shd;aul lsÍu 

;=,ska fiajlhskaj 

yeisßh hq;= 

wdldrfha rduqjla 

iemfha' 

 whjeh md,k  

 ld¾h idOk iudf,dapk 

 iïu; fufyhqï mámdá (SOP s& 

msysgqùu 

5 wëlaIK 

md,khka 

wdh;kfha fufyhqï  

lghq;= tys m%;sm;a;s" 

l%shd mámdá iy 

wruqKq iuÕ wkql+, 

nj iy;sl lsÍu 

i|yd fiajlhskaf.a 

l%shdldrlï 

wëlaIKh lsÍu iy 

uÕ fmkaùu i|yd 

jQ wNHka;r 

md,khka' 

 iud.fï m%ñ;Skag wkqj ksIamdok 

ksis f,i rdlal lsÍu" l,a bl=;aùfï 

Èkhka wëlaIKh lsÍu" f;d. uÜgï 

mj;ajd .ekSu jeks f;d. .nvd lsÍu 

iy l<ukdlrKh yd iïnkaO 

lghq;= wod< fomd¾;fïka;= 

l<ukdlrejka úiska wëlaIKh 

lsÍu' 

 fiajlhskaf.a meñŒu" Ujqkaf.a 

ld,dkqrEmSNdjh iy fiajd uqr j,§ 

mjrd we;s ld¾hhka ms<sme§u 

wëlaIljreka úiska ksÍlaIKh lsÍu' 

 fjf<|ie,a l<ukdlre fyda ta ta 

fomd¾;fïka;= l<ukdlrejka úiska 

ksIamdok ksis f,i rdlal lsÍu" 

ksIamdok ñ, kshu lsÍu" .nvd 

msßisÿj  mj;ajd .ekSu jeks ffoksl 

fufyhqï lghq;= wëlaIKh lsrSu iy 

wod< ld¾hhka iud.fï m%ñ;Skag 

wkqj isÿjk nj iy;sl lsÍu' 
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6 wdh;ksl 

md,khka 

ixúOdkfha tla tla 

;k;=f¾ 

l<ukdlrejka 

i|yd jd¾;dlrK 

j.lSï" wêldßh iy 

j.lSu fn§u jeks 

ixúOdk jHqyhuh  

md,khka imhkq 

,efí' 

 tla tla ;k;=r i|yd msysgqjk ,o 

N+ñldjka iy j.lSï iys; meyeÈ,s 

ixúOdk jhqyhlaa' .nvd 

l<ukdlrejka" fomd¾;fïka;= 

l<ukdlrejka" uqo,a whleñjreka" 

f;d. ,smslrejka iy mdßfNda.sl 

fiajd ksfhdað;hska i|yd iqúfYaIS 

N+ñldjka we;' 

 iqmsß fj<|ie,a oduh ;=, jQ ish¨u 

fj<|ie,a i|yd m%ñ;.; m%;sm;a;s 

iy l%shd mámdá ixj¾Okh lr 

n,d;aul lsÍu' f;d. l<ukdlrKh" 

mdßfNda.sl fiajd" fiajl yeisÍu iy 

uq,H jd¾;dlrKh i|yd 

ud¾f.damfoaY fïjdg we;=<;a fõ' 

7 wxl .‚;uh yd 

.sKqïlrK 

md,khka 

ksjerÈ yd i;H 

.kqfokq isÿ lsÍu 

iy jd¾;d lsÍu 

mÍlaId lsÍu 

 iei£u  

 yria mßlaId lsÍu - .Kkh lrk 

,o uq¿ uqo, iuÕ ;ks m%udKj, 

tl;=j yria mÍlaId lsÍfuka 

tl;+ka i;Hdmkh lsÍu 

 fYaI msßlaiqu ilia lsÍu 

 md,k .sKqï 

8 msßia md,khka fiajlhska f;dard 

.ekSfï§ Tjqkaf.a 

iqÿiqlï  yelshdjka" 

ksmqK;ajh iy 

mqyqKqj flfryso 

wjOdkh fhduq l< 

hq;=h' 

 ksIamdok lafIaYa;% j,g yelshdjla 

mj;sk iy olaI fiajlhska n|jd 

.ekSu iy;sl lsÍu' 

 (,l=Kq 05) 

(b)  
my; i|yka fya;= ksid wNHka;r md,khka mej;Su" ú.Kljrhdg lsis úfgl;a jxpd iy 

jerÈ u; we;sjk ú.Kk wjodku iïmq¾Kfhka bj;a l< fkdyel' 

1. wNHka;r md,kfha ld¾hlaIu;dj ixúOdkfha wjodkï ms,sn| oekqj;a Ndjh u; r|d 

mj;S' wjodkï md,kh ms<sn| M,odhS kdhl;ajhla ,nd §ug wOHlaIljreka iy 

fcHIaG l<ukdldÍ;ajh wfmdfydi;a jqjfyd;a" wNHka;r md,k moaO;sh wfmalaIs; 

wdldrfhka  M,odhS fkdjkq we;'  
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2. wNHka;r md,khka u.ska fufyhqï wjodkï wvq l< yels kuq;a fufyhqï ì|jeàï iy 

jeros j<lajd .; fkdyel'  

3. wNHka;r md,khka mej;Su fkdi,ld isÿjk udkqIsh fodai je,elaúh fkdyel' 

4. wNHka;r md,khka ksis f,i l%shd;aul fkdùu fya;=fjka wNHka;r md,khkaf.a 

wfmalaIs; m%;sM, ,nd .; fkdyels ùu'  

5. fufyhqï wjodkï fjkia jkafka jHdmdr mßirfha ksrka;r fjkialï iy j¾Okhka 

we;s neúks' fuu fjkialï kj wNHka;r wjodkï ^fukau kj ndysr wjodkï& 

ks¾udKh lrhs' kj wjodkï iuÕ lghq;= lsÍu i|yd oekg mj;sk wNHka;r 

md,khka m%udKj;a fkdjkq we;'  

6. wNHka;r md,khka ie,iqï lsÍu iy l%shd;aul lsÍu i|yd msßjeh oeßug isÿ fõ' 

we;eï úg wNHka;r md,khlska ,efnk w;sf¾l m%;s,dN md,kfha msßjeh 

idOdrŒlrKh fkdlrhs' 

7. md,khla wNsnjd hdug fiajlhska fofofkl= fyda jeä .Kkla yjq,a úh yelsh' 

úfYaIfhkau" wod, rdcldßh isÿlrk msßila tl;=ùfuka rdcldÍ fnod fjka lsÍï 

fkdi,ld jev lghq;= l< yelsh' ÿiaikaOdkh isÿ lsßu'   

8. md,kh wNsnjd hdu i|yd l<ukdldß;ajhg Tjqkaf.a n,h Ndú;d l< yelsh 

$l<uKdlrkh md,khka wNsnjd lghq;= lsßu' 

 (,l=Kq 05) 

(uq¿ ,l=Kq 10) 

6 jk m%Yakh i|yd fhdað; ms<s;=re:  
mßÉfþoh 03 - wNHka;r md,khka iy jHdmdrsl ls%hdj,Ska 
 

 (a) (b) 

 ÿ¾j,;d fhdackd 

1 ish¨u f.ùï .sKqï iydhl úiska isÿlrk 

w;r iq¿ uqo,a w.%suho mj;ajdf.k hhs' 

mqoa.,hka fofofkl= f.ùï iy iq¿ uqo,a 

f.ùï yeisrúh hq;=h' ^rdcldß fjka 

lsÍu& 

2 ish¨ uqo,a tl;= lsÍï nexl= .; fkdfõ' 

iud.fï tÈfkod úhoï i|yd Èklg 

remsh,a 10"000 l uqo,la ;nd .ekSfuka miq 

b;sßh oji wjidkfha§  ffokslj uqo,a 

whleñ úiska nexl=.; lrhs' 

uq¿ ffoksl uqo,a tl;=j oji wjidkfha 

nexl=.; l< hq;= w;r iq¿ uqo,a 

whleñjrhd ish¨ ffoksl f.ùï 

yeisrúh hq;=h' 

3 w;sld, f.ùï .Kkh lr ksis 

wjirhlska f;drj .sKqï úOdhlfhl= 

úiska tla tla fiajlhdf.a nexl= .sKqug 

.sKqï.; lrkq ,efí' 

w;sld, .Kkh lsÍu by< n,OdÍka 

úiska iudf,dapkh lr wkqu; l< hq;= 

w;r nexl= ;ekam;= fjk;a ld¾h uKav, 

idudðlfhl= úiska isÿ l< hq;=h' 

4 wia:dk.; jQ fyda oaú;aj f,i igyka jQ úl=Kqï bkafjdhsis j, wkql%ñl 
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úl=Kqï bkafjdhsis úia;r fya;=fjka 

mshùfï§ ksrka;rfhka u;fío yg .kS' 

fuh jd¾;d lsÍfï  .eg¿ $ wvqmdvq we;s 

nj fmkakqï lrhs' 

wkqms<sfj, mÍlaId lsÍu i|yd iqÿiq 

fhÿï$ md,khka ia:dms; l< hq;=h' 

5 .sKqï iyhl  úiska ksis wjirhlska 

f;drj Kh.e;s m%ldYk ms<sfh< lrhs' 

.sKqï úOdhlh ld¾hnyq, jQ úgfjk;a 

úOdhljrfhl=g Kh.e;s f,crh fj; 

m%fõY ùug bv Èh hq;= w;r ish¨ fjkia 

lsÍï i|yd ksis f,i wkque;sh ,nd Èh 

hq;=h' 

6 fN!;sl f;d. fYaI iy moaO;sfha f;d. 

jd¾;d  w;r ie,lsh hq;= fjkialï ;sîu' 

iajdëk md¾Yjhla úiska fN!;sl f;d. 

fYaI moaO;s f;d. jd¾;d iuÕ ks;r 

mÍlaId l< hq;=h' 

7 iuyrla f;d. o;a; m%Odk ,smsf.dkqfjka 

uld oud we;' 

f;d. moaO;sfha ´kEu fjkia lsÍula 

uqrmo fhoùu iy by< uÜgfï n,OdÍka 

wkque;sh fhoùu ;=,ska wdrlaId l< 

hq;=h' 

8 f;d. moaO;sh l%shd lrkafka flfiao 

hkak ms<sn|j fiajlhskag fmr lsisÿ 

mqyqKqjla ,nd § fkdue;' 

moaO;sh l%shd;aul lsÍu ms<sn| ksis 

mqyqKqjla ,nd Èh hq;=h' 

 (,l=Kq 03) (,l=Kq 03) 

 

(c)  
my; i|yka lreKq j,ska f;dr;=re ;dlaIK fmdÿ md,khka folla y÷kd .ekSu iïmQ¾K 

,l=Kq ,nd .ekSu i|yd m%udKj;a fõ' 

fmdÿ md,khka WodyrK 
mß.Kl fhÿï 

ixj¾Okh  

 

 

 moaO;s ks¾udKh" jevigyka .; lsÍu iy f,aLk.; 

lsÍu iïnkaOfhka iïu;hka we;s lsÍu'  

 mß.Kl mßYS,lhska iy l<uKdldÍ;ajh úiska kj 

fhojqï wkqu; lsÍu  

 kj fhojqï ks¾udKh i|yd j.lSu ork mqoa.,hska  tu 

moaO;s mÍlaId lsÍug j.lSug fkdnefok mßÈ rdcldß 

fnod fjka lsÍu  

 i|yd fiajlhska mqyqKq lsÍu iy tu mámdá ms,sn|j 

m%udKj;a ,shú,s ^w;afmd;a& ;sfnk nj ;yjqre lr 

.ekSu' 

jevigykaj,g wkjir 

fjkialï lsrSu  

 rdcldß fnod fjka lsÍu'  
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je<elaùu fyda fy<sorõ 

lr .ekSu' 

 

 mß.Kl jevigykaj,g fjk;a fiajlhskag m%fõY ùu 

iSud jk f,i  moaO;s uqrmo (Password) uÕska wdrlaId 

lr ;sîu' 

 w.=,aa ouk fodrj,a yryd uOHu mß.Klh j,g m%fõYh 

iSud lsÍu'  

 uDÿldx. j, ffjria mÍlaId lsrSu' m%;s-jhsria uDÿldx. 

Ndú;h iy wkqu; fkdlrk ,o jevigyka fyda f.dkq 

Ndú;d lsÍu je<elùfï m%;sm;a;sh'  

 jevigyka Wmia: msgm;a (back-up copies) ,nd .ekSu 

iy  tajd fjk;a ia:dkhl .nvd lsÍu' 

jevigyka fjkia lsrSu 

iy mÍlaId lsÍu 

f,aLk.; lsÍu  

 

 

 ´kEu uDÿldx.hlg isÿlrk fjkialï ms<sn|j mQ¾K 

fidaosis lsÍfï mámdá mej;Su' 

 fjkialï  f,aLk.; lsÍug wod, ,shlshú,s m%ñ;Ska'  

 mß.Kl Ndú;d lrkakka iy l<uKdldÍ;ajh úiska 

fjkialï wkqu; lsÍu'  

 jevigyk Ndú;d lsrSu ms<sn|j fiajlhska mqyqKq lsÍu' 

o;a; f.dkq j, wkjir 

ixfYdaOk je<elaùug 

md,k  

 

 

 ÿria: m¾hka; j, fN!;sl wdrlaIdj  

 wkqu; mqoa.,hskag muKla m%fõYh ,nd oSu'   

 *h¾fjda,a (firewalls) 

 uqrmo jeks Ndú;d lrkakka y÷kd .ekSfï md,khka  

 o;a; ixfla;kh 

fufyhqï lghq;= j, 

wLKav;djh ;yjqre lsÍu 

i|yd md,khka  

  

 

 jevigyka iy o;a; f.dkq j, w;sf¾l msgm;a fjk;a 

ia:dkhl .nvd lsÍu'  

 .sks yd fjk;a Wjÿre j,ska WmlrK wdrlaId lsÍu'   

 úl,am n, Yla;s uQ,dY%    

 wdmodj,ska ñ§fï mámdá (Disaster Recovery Procedures) 

i:dms; lsrSu' 

 back-up myiqlï ,nd .ekSu - kv;a;= .súiqï iy rlaIK 

wdjrK' 

(,l=Kq 04)  
(uq¿ ,l=Kq 10) 
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7 jk m%Yakh i|yd fhdað; ms<s;=re:  

mßÉfþoh 08 - wdpdrO¾u wjYH;d 

(a) 

1. ú.Kl f,i m;aùu Ndr.ekSug wjYH jD;a;Sh iqÿiqlï iy;sl lsÍu( Tjqka 

kqiqÿiafil= úh yelso hkak i,ld ne,Su' 

2. mj;sk iïm;a m%udKj;ao hkak iy;sl lsÍu(  ,nd .; yels  ld¾h uKav,h iy 

;dlaI‚l úfYaI{ oekqu i,ld ne,Su' 

3. f;jk md¾Yjhlf.ka úuid oek .ekSu( wOHlaIljreka fm!oa.,slj fkdokafka kï 

iajdëk úuiSï ,nd .ekSu' 

4. oekg isák ú.Kljreka iuÕ ikaksfõokh lsÍu( kj ú.Kljreka oek.; hq;= 

ú.Kl fjkia lsÍu iïnkaOfhka jQ fya;=$;;ajhka ;sfíoehs úuiSu" ^wdpdr O¾u 

moaO;sfha wjYh;djhls& 

5. ú.Kkh Ndr .ekSu iajdëk;ajh we;=¿ uQ,sl wpd¾hO¾u j,g wkql+, ùug lsishï 

;¾ckhla we;s lrhso hkak ;SrKh lsÍu' 

6. ;¾ckj, n,mEu we.hSug ,la lsÍu iy tajd ;=rka lsÍu fyda ms<s.; yels uÜgug wvq 

lsÍu i|yd wjYH jQ úg wdrlaIK l%u fhdo.ekSu'                              (,l=Kq 04) 

(b)  

1. lsÜgq  iy fm!oa.,sl in|;d u; iqyoYS,S ùfï ;¾ckh (Familiarity Threat) 

ú.Kljrhdf.a ióm;u mjqf,a idudðlfhl= fiajdodhlhdf.a ;;a;ajh flfrys ie,lsh 

hq;= n,mEula we;s l< yels ;k;=rla orkq wfhl= jQ úg iajdëk;ajhg ;¾ck ks¾udKh 

fõ' ú.Kk ld¾hNdr lKavdhfï idudðlfhl=g fiajdodhlhdf.a wOHlaIjrfhl= fyda 

ks,Odßfhl= ;u  ióm fyda wdikak;u mjqf,a idudðlfhl= jQ úg iqyoYS,S ùfï 

;¾ckhla ks¾udKh fõ' tneúka fmf¾rd iajdëk fkdjk w;r wod< fiajdodhlhdf.a 

ú.Kk lKavdhfï idudðlfhl= fkdúh hq;=h' 

 

2. jHdmdßl in|;d ksidfjka we;sjk iajhx we,au u; ;¾ckh (Self-interest Threat)  

ú.Kk lKavdhï idudðlfhl=g ú.Kk fiajdodhlfhl= iuÕ ióm jHdmdßl 

in|;djla we;' th iajdëk;ajhg ;¾ckhls' tneúka is,ajd iajdëk fkdjk w;r wod< 

fiajdodhlhdf.a ú.Kk lKavdhfï idudðlfhl= fkdúh hq;=h' 

 

3. Kh iy wemlrh u; yg .efkk iajhx we,au u; ;¾ckh (Self-interest Threat) 

idudkH Kh §fï l%shd mámdá" kshuhka iy fldkafoais hgf;a Kh ,nd fkdÿkfyd;a 

iajhx we,au u; ;¾ckhla ks¾udKh jkq we;' Kh uqo, iud.ug m%udKd;aul nj 

fuu § we;s f;dr;=re u.ska fmkakqï lrhs' tneúka" iqÿiq wdrlaIK ms<sfj;la l%shd;aul 

l< hq;=h' 

 (,l=Kq 06) (uq¿ ,l=Kq 10) 

B fldgfiys wjidkh 
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(uq¿ ,l=Kq 50)  

 

8 jk m%Yakh i|yd fhdað; ms<s;=re:   

 mßÉfþoh 04 iy 05  

 
iy;sl ùfï ld¾hNdrhl uq,sldx. 

1 md¾Yj ;=kl iïnkaO;djh 

(Three-party Relationship) 

md¾Yj ;=k jkafka¦ 

 f;dr;=re m%fhdackhg .ekSug wfmalaIs; 

mßYS,lhska ^Intended Users& 

 .Kldêjrhd ^mßpfha fhfokakd& ^Practitioner 

- jD;a;slhd& 

 f;dr;=re ,nd fok mqoa.,hd ^j.lsjhq;= 

md¾Yjh& ^Responsible Party& $j.lSug nefok 

md¾Yjh 

2 úIh lreK ^Subject Matter& 

 

 

fuh we.hSug ,lajk o;a;hkah' tajd j.lsj hq;= 

md¾Yajhla úiska ms<sfh< lrkq ,nhs' tajd úúO 

wdlD;s j,ska úh yelsh' tkï uQ,H fyda uQ,H 

fkdjk ld¾h idOkh" l%shdjfyda yeisÍula úh 

yelsh' 

3 WÑ; ks¾Kdhlhka 

^Suitability Criteria& 

 

 

u;hlg t<öu i|yd úIh lreK" hï ks¾Kdhl 

j,g wkqj we.hSug fyda uekSug ,la flf¾' fuu 

ks¾Kdhl úIh lreKq j, iajNdjh wkqj ;SrKh 

flf¾' 

4 idlaIs ^Evidence& 

 

wfmalaIs; iy;sl ùfï uÜgu ;yjqre lsÍu ms‚i 

m%uKd;aul iy fhda.H idlaIs tla /ia lr .; 

hq;=h' 

5 iy;slùï jd¾;dj 

^Assurance Report& 

 

mßpfha fhfokakd ;u ks.ukh fyda u;h" 

iy;slùfï jd¾;djla u.ska" wfmalaIs; m%fhdack 

.kakdg ,nd fohs' 

 (,l=Kq 06) 

(b)  
my; oelafjk fldkafoais y;rla m%ldY lsÍfuka iïmQ¾K ,l=Kq ,nd .ekSu i|yd 

m%udKj;a fõ' 

fiajfha fhoùfï ,smshl ^Engagement Letter& kshuhka fjkia lsÍug fyda mj;sk kshuhka 

ms<sn| wdh;khg u;la lsÍu iqÿiq njg my; idOl fmkajd Èh yel' 

C fldgi 
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 fiajdodhl úiska ú.Kkfha wruqK iy úIh m:h jerÈ f,i wjfndaO fldg we;ehs 

yef.k ´kEu wjia:djla 

 ú.Kk ld¾hh iïnkaO lsishï ixfYdaê; fyda úfYaI fldkafoais we;s úu' 

 wdh;kfha ysñldß;ajfha fyda fcHIaG l<ukdldß;ajfha uE;ld,Sk m%udKd;aul 

fjkiaùula  

 jHdmdrfha iajNdjh fyda m%udKfha m%udKd;aul fjkiaùula  

 ffk;sl fyda jHjia:dms; wjYH;djhkaf.a fjkiaùula  

 uq,H jd¾;dlrK rduqfõ fjkiaùula  

 wfkl=;a jd¾;dlrK wjYH;dj, isÿjk fjkiaùula 

 (,l=Kq 04) 

(c) 

my; i|yka lreKq myla  oelaùu iïmQ¾K ,l=Kq ,nd .ekSu i|yd m%udKj;a fõ' 

1. jxpd fya;=fjka uQ,H m%ldYk idjoH f,i ms<sfh, lsÍfï wjodku ms<sn|j 

l<ukdldß;ajfha ;lafiarej 

2. jxpd wjodku y÷kd .ekSu iy tajdg mar;spdr oelaùu i|yd l<ukdldß;ajfha 

l%shdud¾.  

3. uQ,H m%ldYk ú.Kkh iïnkaOfhka ú.Kljrhdf.a j.lSï ms<sn|j" ú.Kljrhd 

l<ukdlrKh iuÕ ikaksfõokh l< hq;=h' 

4. ú.Kljrhd úiska ie,iqï l< úIh m:h iy ú.Kkfha ld,iSudj ms<sn| o< 

úYaf,aIKhla l<ukdldß;ajh iuÕ ikaksfõokh l< hq;=h' kuq;a iïmq¾Kfhka 

idlÉPd fkdl, hq;=h' 

5. ú.Kljrhd úiska ú.Kkfhka fidhd.;a ie,lsh hq;= lreKq iy ú.Kkfhka mek 

k.sk fjk;a lreKq ikaksfõokh l< hq;=h' 

6. l<uKdlrK .sKqïlrK m%;sm;a;s f;dard.ekSu iy fhoùu fhd.Ho hkak ú.Kl 

úiska we.hSug ,la l< hq;=h' 

7. SPLC iy Rose PLC i|yd ú.Kljrhdf.a iajdëk;ajh ;lafiare lsÍu 

8. wNHka;r md,khkays y÷kd.;a wvqmdvq ú.Kl úiska ikaksfõokh l< hq;=h 

9. .e,mSu fyda fy<sorõ lsÍu wjYH ish¨u miqld,Sk isÿùï .,md fyda wkdjrKh lr 

we;s njg ú.Kl iy;sl úh hq;=h' 

10. wkql+, fkdùu we;=¿ uQ,H m%ldYkj,g n,mE yels kS;s" fr.=,dis iy fldka;%d;a 

.súiqïj, wx.hka ú.Kl úiska we.hSug ,la l< hq;=h' 

(,l=Kq 05) 
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(d) my; i|yka fya;= y;rla oelaùu iïmQ¾K ,l=Kq ,nd .ekSug m%udKj;a fõ' 

 ú.Kkfha§ m%udKd;aul nfõ ;lafiarej my; lreKq ksid ú.Kljrhdg jeo.;a 

fõ' 

 m%udKd;aul idjoH m%ldYk wjodku y÷kd.ekSug iy ;lafiare lsÍug'  

 jeäÿr ú.Kk mámdáj, iajNdjh" ld,h  iy m%udKh ;SrKh lsÍug' 

 ú.Kk ld¾hlaIu;djh iy iM,;djh i|yd wjYH ú.Kk lghq;= m%udKh ;SrKh 

lsÍug'  

 idudkHfhka m%udKd;aul whs;u i|yd muKla wod< jk .sKqïlrK m%ñ;Skaf.a 

wod<;ajh ;SrKh lsÍug'  

 ú.Kkfha§ ksjerÈ fkdl< idjoH m%ldYhka we.hSug'  

 úlrKh l< u;hlg ;=vq Èh yels idjoh m%ldYk l=uk uÜgfïoehs ;lafiare 

lsÍug' 

(,l=Kq 04) 

(e)  
ksjerÈ fkdl< idjoH m%ldYhka ;ks ;ksj fyda iuia:hla f,i .;a l, m%udKd;aulo  

hkak ú.Kl úiska ;SrKh l< hq;=h' fuys§" ú.Kl úiska idjoH m%ldYkj, m%udKh iy 

iajNdjh iy wod< .kqfokq mka;s" .sKqï fYaIhka fyda fy<sorõ lsÍï iy uQ,H m%ldYk j, 

mQ¾j ld, mßÉfþoj,g wod< ksjerÈ fkdl< idjoH m%ldYkj, n,mEu i,ld ne,sh hq;=h' 

 
ú.Kkfha§ y÷kd.;a idjoH m%ldYhka wm we.hSug ,la lrk úg" 
 
moaO;s u.ska ckkh lrk ,o f;d. jd¾;dj iy fN!;sl f;d. wd.Kk jd¾;dj w;r re' 

997"000$-  fjki m%Odk jYfhka iud.fï ,dNhg n,mdhs' moaO;s w.h fN!;sl w.hg jvd 

jeä jk w;r moaO;s w.h uQ,H m%ldYk iuÕ iïnkaO ù we;' tneúka iud.fï ,dNh re' 

997"000$- lska wê;lafiare ù we;' kuq;a ;ksj .;a l< th m%udKd;aul idjoH m%ldYhla 

fkdfõ' 

 
úl=Kqï bkafjdhsis j, kshe¢ mÍlaIdfõ§ bkafjdhsis 07 l úfYaIs; nj w;r" tajdfha w.h 

re' 334"000$- ls' fuh ;ksj .;a l< m%udKd;aul idjoH m%ldYhla fkdfõ' 

 
laIh wkqmd; jerÈ f,i fhdod .ekSula ksÍlaIKh ù we;s w;r l<uKdldß;ajh úiska ta 

i|yd wjYH .e,mSï lsÍug tlÕ ù we;' ta fya;=fjka" fmr j¾Ihg wod< re' 367"000$-  iy 

m%j¾:k j¾Ihg wod< re'24"000$-  j;auka ysñlu fjkiaùfï m%ldYkfha wdrïNl 

fYaIhg;aj" m%j¾:k j¾Ifha ,dN yd w,dN .sKqug;a ms<sfj<ska wh flf¾' 

 
iud.fï m%udKd;aul uÜgu re' 1"250"000$- la jk w;r" by; lreKqj, m%;sM,hla f,i" 

f;d. fjki iy úl=Kqï bkafjdhsisj, fjki fya;=fjka  SPLC ys uQ,H m%ldYk i|yd 

remsh,a 1"331"000$- ^re' 997"000$- ¬ re' 334"000$-& l m%udKd;aul n,mEula we;s lr we;'  
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ú.Kl úiska ksjerÈ fkdl< idjoH m%ldYhka iy tajd taldnoaOj ú.Kl jd¾;dfõ u;hg 

we;s l< yels n,mEu md,khg j.lsj hq;= wh iuÕ ikaksfõokh l< hq;=h'  

 

tneúka ú.Kl úiska idjoH m%ldY ksjerÈ lrk f,i l<ukdldÍ;ajfhka b,a,d isáh 

hq;=h' uQ,H m%ldYkj, wod< .e,mSï iy fy<sorõ lsÍï isÿ lsÍug l<ukdldß;ajh tlÕ 

jqjo" isÿ lrk ,o .e,mSï iy fy<sorõ lsÍïj, fhda.H;djh iy;sl lsÍu i|yd 

ú.Kljrhdg jeäÿr ú.Kk l%shd mámdá isÿ lsÍug isÿfõ' 

(,l=Kq 06) 

(uq¿ ,l=Kq 25) 

9 jk m%Yakh i|yd fhdað; ms<s;=re : 

mßÉfþoh 05" 06 iy 07 

(a) 

 Kh uqo, iïnkaOfhka nexl=fjka iDcqju ;yjqre lsÍula ,nd .ekSu(  

nexl=j ndysr md¾Yjhls' ú.Kljrhdg iDcqju ;yjqre lsÍu ,eî we;' wdh;kfhka 

msg; ndysr uQ,dY%j,ska ,nd.;a úg ú.Kk idlaIs jvd;a úYajdiodhl fõ' ú.Kljrhd 

úiska iDcqju ,nd .kakd jeäÿr idlaIs jvd;a úYajdiodhlh" tneúka Kh ;yjqre lsÍfï 

Ndysr ikd: lSßfï ,smsh úYajikSh;ajh by<h' 

 

 m%d.aOk úhoï ms<sn| l<uKdldß;ajfha ksfhdackh(  

l<uKdldß;ajh ksfhdack ,smsh ilia lrhs' th wNHka;rj ckkh lrk ,o 

,shú,a,ls' tneúka th ,sÅ; iy w;aika lrk ,o ,shú,a,la jqjo" idlaIsj, 

úYajikSh;ajh idfmalaIj wvqh' 

 

 wdrlaIl ks,Odßhdf.a ,nd .;a jdÑl ;yjqre lsÍu(  

wdrlaIl ks,Odßhdf.a jdÑl ;yjqre lsÍfï úYajikSh;ajh idfmalaIj wvqh' 

 (,l=Kq 06) 

(b)  
Kh uqof,ys ysÕ fYaIh iDcqju ;yjqre lrk f,i rx.kh fj;ska b,a,d we;' flfia 

fj;;a" ú.Kljrhd úiska iDcqju ,nd .kakd ú.Kk idlaIs wdh;kh wNhka;r uQ,dY% 

,nd.;a idlaIs j,g jvd úYajdiodhlh' 

ta wkqj" ysÕ Kh fYaIh i|yd  ;yjqre lsÍfï ,sms ú.Kljrhd úiska iDcqju le|úh hq;= 

w;r ú.Kljrhd úiska ú.Kljrhdf.a ,smskhg muKla ;yjqre lsÍfï ,sms tjk f,i 

nexl=fjka b,a,d isáh hq;=h' ms<s;=rla fkdue;s kï ú.Kl úiska l%shdj,sh miq úmrï l< 

hq;= w;r ú.Kl úiska wu;r ;yjqre lsÍfï b,a,Sï heúh hq;=h' tfia fkdue;s kï úl,am  

l%shdmámdá isÿ l< hq;=hs' 

 (,l=Kq 04) 
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(c) 

mßÉfþoh 07 - ú.Kk jd¾;dlrKh 

NW úiska by< ;dlaIKfhka hq;a fckf¾grhla  wdkhkh lr"   ta i|yd wjir ,nd 

.ekSug f.jQ re' ñ,shk 5l úfYaI f.ùula m%d.aOkSlrKh lr we;' ú.Kljrhd úiska ta 

i|yd wod< idlaIs b,a,d we;s w;r NW l<uKdldÍ;ajh tu uqo, idOdrŒlrKh lsÍu 

i|yd nexl= m%ldYh yer fjk;a j,x.= uQ,dY% f,aLkhla bÈßm;a lsÍug wfmdfydi;a ù we;'  

flfia fj;;a" ú.Kljrhd tu uqo, ,dNd,dN .sKqug úhoula f,i wh lrk f,i 

fhdackd lr we;;a" l<uKdldÍ;ajh ú.Klf.a b,a,Su m%;slafIam lr we;' tneúka th 

l<uKdldß;ajh iuÕ l/Kq tlÕ fkdùuls' 

iud.fï m%udKd;aul uÜgu 3"456"000la jk w;r tys m%;sM,hla f,i fuu tlÕ fkdùu 

uq,H m%ldYk i|yd m%udKd;aul f,i ie,lsh yelsh' 

by; idOl u; mokïj ú.Kl úiska ;;ajd.Kkh  l< ú.Kk u;hla m%ldY l< hq;=h' 

(,l=Kq 06) 

 

(d)  

mßÉfþoh 07 - ú.Kk jd¾;dlrKh 

 iqúfYaIS kvq mejÍï fyda kshduk l%shdud¾.j, wkd.; m%;sM,h iïnkaO 

wúksYaÑ;;djhka'  

 uQ,H m%ldYk Èkh iy ú.Klf.a jd¾;dfõ Èkh w;r isÿjk ie,lsh hq;= miqld,Sk 

isÿùula'  

 uq,H m%ldYk u; mD:Q, n,mEula we;s l< yels kj .sKqïlrK m%ñ;shla l,ska 

l%shd;aul lsÍu' 

 wia;s;ajfha uQ,H ;;a;ajh flfrys ie,lsh hq;= n,mEula we;s l< fyda wLKavj 

n,mEula l< úYd, jHikhla 

(,l=Kq 04) 

(e) 

mßÉfþoh 07 - ú.Kk jd¾;dlrKh 

 NW ys Kh jdßl yhla ysÕ ùu' 

 NW g tfrysj kS;suh l%shdud¾. .ekSug kshñ; ùu'  

 wys;lr uQ,H wkqmd;' 

 lsisÿ m;alsÍulska f;drj l<uKdldÍ;ajfha mqoa.,hka fofofkl= b,a,d wiaùu 

 iud.fï wLKav fufyhqï mdvqj 

 (,l=Kq 05) (uq¿ ,l=Kq 25) 

 
 C fldgfiys wjidkh 
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Notice:  

 

These answers compiled and issued by the Education and Training Division of AAT Sri Lanka 

constitute part and parcel of study material for AAT students.  

These should be understood as Suggested Answers to question set at AAT Examinations and should 

not be construed as the “Only” answers, or, for that matter even as “Model Answers”. The 

fundamental objective of this publication is to add completeness to its series of study texts, designs 

especially for the benefit of those students who are engaged in self-studies. These are intended to 

assist them with the exploration of the relevant subject matter and further enhance their understanding 

as well as stay relevant in the art of answering questions at examination level. 
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